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       section 1     introduction  congratulations on acquiring the avr?-based at 88ck109bstk3 cryptoauthentication starter  kit. this kit is designed to give designers a quick start to develop code for the cryptoauthentication  product family.  all the necessary hardware is provided in the package.  the at88microbase has  been pre-programmed for your convenience.  please be sure to visit  www.atmel.com/javan  for  the latest firmware image.      1.1  overview    this document describes the at88ck109stk3, which is a development kit for the at88sa100,  at88sa102, and atsa8810hs cryptoauthentication devices.  this kit uses a modular approach.   the development kit includes the at88microbase board and the at88ck109bk3  cryptoauthentication daughter board.  the at88microbase uses a convenient type-a usb  interface allowing users to interface with a personal computer and experiment with  cryptoauthentication.  the small usb form factor of the at88microbase allows the board to  function as a demo as well as a development platform.  the at88ck109bk3 daughter board has two sot23-3 sockets for either client-host or multiple  client development.  together, these boards allow an easy evaluation of the cryptoauthentication  products using demonstration software.  this user  guide acts as a general, getting started guide as  well as a complete technical reference for advanced users.    1.2  at88ck109stk3 starter kit features  at88microbase provides the following features:  ?   at90usb1287 (avr) 64 qfn device (2.7v < vcc < 5.5v)  ?  128k bytes of in-system self-programmable flash  ?  4k bytes eeprom  ?  8k bytes internal sram  ?   at88sc018 cryptocompanion ic    ?   usb software interface for device  firmware upgrade (dfu boot loader) (2)   ?   power supply led  ?  from the usb interface (usb device bus powered application)  ?  from an external power supply   ?  jtag connector:  ?  for on-chip isp  ?  for on-chip debugging using jtag ice 

 at88sck109stk3  1-2    at88ck109stk3 user guide  8699a?crypto?10/09  ?  serial interfaces:  ?  1 usb full / low speed device interface  ? usart  ?  on-board resources:  ?  3 user defined leds  ?  10 pins i/o header (2x5, 0.1? pitch)  ?   supports spi, twi, and uart  ?  1 buzzer   ?   on-board reset button  ?   on-board hwb button to force avr into dfu mode at reset  ?   16 mhz crystal for system clock    the at88sc19bk3 provided the following features:  ?   2 sot23-3 cryptoauthentication sockets   ?  host and client  ?  software pwr control  ?  avr studio ?  software interface (1)     notes: 1. at88microbase is supported by avr studio?, version  4.17 (build 666)  or  higher. for up-to-date information on this and other avr tool products, please  consult our web site. the newest version of avr studio?, avr tools and this  user guide can be found in the avr section of the atmel web site,  http://www.atmel.com .               2.  atmel flip?, in system programming version 3.2.2 or higher shall be used for  device  firmware upgrade. please consult atmel web site to retrieve the latest  version of flip and the dfu bootloader hex file if needed                 

     figure 1.  at88ck109stk3 kit     1.2.1 device support  at88ck109bk3 (daughter board) currently supports the following cryptoauthentication devices:  ?  atsa88100  ?  atsa88102  ?  atsa8810hs  locate the latest information about crypto authentication at  www.atmel.com/javan  . 

 at88sck109stk3  2-4    at88ck109stk3 user guide  8699a?crypto?10/09    section 2     getting started      2.1  unpacking the system  package content:  ?  at88microbase controller  ?   at88ck109bk3, cryptoauthentication daughter board  ?   atmel cryptoauthentication product assortment  ?   1 usb cable, 6 inches    2.2  system requirements  the minimum hardware and software requirements are:  ?   200 mb free hard disk space (avr studio, flip and atmel?s crypto evaluation studio)  ?  windows ?  xp, x86 processor  ?   available usb port    2.3  software installation  ?   install cryptoauthentication demonstrati on utility available from www.atmel.com/javan  ?   launch software and follow the online help.    note:    the cryptoauthentication ic?s that are included with your kit have development secrets,    not production secrets.  see the .xml file th at is included with the cryptoauthentication    utility. please be aware of this during your development.   

       section 3     using the at88ck109stk3      this chapter describes the features of the at88microbase and the at88ck109bk3 boards .    3.1  overview  figure 2.  at88microbase components (front side)        usb t yp e- a   pwr  led hardware  boot  ( hwb ) jtag led  bank  buzzer reset twi / spi  selector  switch  10-pin  interface   header  (j1) 

 at88sck109stk3  3-6    at88ck109stk3 user guide  8699a?crypto?10/09  figure 3.  at88microbase components (back side)        3.2  power supply   3.2.1  usb powered    the on-board power supply circuitry allows two possible configurations for the main supply voltage.    mounted resistor  main board  supply voltage  comments  r1 3.3v    r2  5.0v ( usb )  default setting       the cryptocompanion supply voltage is always 3.3v, regardless of r1and r2 configuration.  5.0 ( usb ) 3.3v regulator cryptocompanion 0 vcc r2 r1 main board supply voltage * default 3.3v 16mhz  cr y stal  at88sc108  cryptocompanion  at90usb1287  avr  main board  supply voltage  *see section 3.2.1 

         note 1:    for the at88sa100, at88sa102,  and the at88sa10hs devices, 5.0v is      required to burn the fuses.    note 2:   the at88microbase is shipped with a 16mhz crystal, which allows the  at90usb1287 on-chip usart to obtain the 230.4k baud rate (-3.5%  error) required to communicate with a cryptoauthentication device.  the  16mhz  crystal   requires that 5 . 5 vcc 5 . 4 ? ? .  to operate the  at88microbase below 4.5v, the 16mhz crystal must be replaced with an  8mhz crystal.  the abm3b-8.000mhz-b2-t  8mhz crystal is a drop-in  replacement.    3.2.2  power led, ?ledp?  the blue led (ledp) is always lit when power is  applied to the at88microbase regardless of the  voltage supply.  figure 4.  power on led ?ledp?        3.3  reset   although the at90usb1287 has it s on-chip reset circuitry, (c .f. at90usb1287 datasheet,  section ?system control and reset?), the at88microbase provides two additional means to reset  the at90usb1287.  3.3.1  power-on reset  the on-board rc network  acts as power-on reset.  3.3.2  reset push button   by pressing the reset push button on the at88 microbase, a warm r eset of the at90usb1287  avr is performed.  figure 5.  reset push button  (avr reset) implementation      

 at88sck109stk3  3-8    at88ck109stk3 user guide  8699a?crypto?10/09    3.4  at90usb1287 avr microcontroller    to use the usb interface of the at90usb1287, the clock source should always be a crystal or an  external clock osc illator (the inte rnal 8mhz rc oscillator cannot  be used to operate the usb  interface).  only the following crystal frequencies allow proper usb operations: 2mhz, 4mhz,  6mhz, 8mhz, 12mhz, and 16mhz.  the at88mi crobase comes with a default 16mhz crystal  oscillator, which is required to obtain the 230.4k usart baud rate needed for  cryptoauthentication communication.      3.5  serial links  3.5.1  usb  the at88microbase is supplied with a standard usb type-a receptacle.  the at88microbase only  operates as an ?usb device?.  figure 6.  usb type-a receptacle      3.5.2  usart    the at90usb1287 avr comes with an on-chip  usart peripheral (usart1).  only the  asynchronous mode is supported.  see section 3.6.3 for pinout details.    3.5.3  spi / twi selector switch   the spi ? twi selector switch (k1) allows either  the spi pins (mosi and sclk) or the twi pins  (sda and scl) to be routed to the 10 pin interf ace header, j1. see section 3.6.3 for pinout details.  figure 7.  twi ? spi selector switch   

           3.6  on-board resources    3.6.1  description of led bank  the at88microbase includes 3 general purpose re d leds, which are connected to pd6, pd5 and  pd4.  to light an led, the corresponding port pin  must be driven high. to turn off an led, the  corresponding port pin must be driven low.  figure 8.  leds implementation schematic      note :   avr can source or sink enough current to drive an led directly.  3.6.2  buzzer  the small onboard buzzer adds audio capability to  the at88microbase board.  the buzzer requires  that pd7 be driven with a square wave at  4.0 0.5 ? khz to achieve a maximum decibel of 78db.           spi twi spi twi k1 twi position k1 spi position

 at88sck109stk3  3-10    at88ck109stk3 user guide  8699a?crypto?10/09  figure 9.  buzzer implementation schematic      brief spec:   input signal:   square wave   resonant frequency:  4.0 0.5 ? khz    sound pressure level:  78db    3.6.3  description of the interface header  the 10-pin header (j1) of the at88microbase  provides interfacing for daughter boards.  figure 10.  10-pin interface header   

     figure 11.  10-pin interface header (j1) orientation        3.6.4  cryptocompanion chip  the at88microbase has one cryptocompanion device (at88sc108), which is located on the back  side of board. the at88sc018 is designed as the mate to atmel?s cryptorf? (crf) and  cryptomemory? (cm) chips.  the scl and sda pins  are connected to pd0 and pd1, respectively.  the rst and pdn pins are connected to pf2 and pf3, respectively.   figure 12.  system cryptocompanion  schematic      datasheet can be found on the atmel web site,   http://www.atmel.com/products/securemem .      note:  the cryptocompanion chip cannot be used  with the cryptoauthentication family of devices. hwb reset usb twi jtag spi j1 vcc_d gnd pb5 pb0 pb7 / pd3 pb2/ pd1 pb4 pb6 pb3 / pd2 pb1/ pd0

 at88sck109stk3  3-12    at88ck109stk3 user guide  8699a?crypto?10/09    the following sections 3.7 ? 3.11 describe  the at88ck109bk3 cryptoauthentication  daughter board.     3.7  at88ck109bk3 cryptoauthentication daughter board  figure 13.  at88ck109bk3 components (top side)          at88ck109bk3 has two sot23-3 sockets that support the at88sa100, at88sa102, and the  at88sa10hs 3-leads devices.   figure 14.  chip-in-socket placement (live bug)      3.8  at88ck109bk3 host and client sockets compatibility  at88ck109bk3 is supplied with two sot23-3 sockets titled host and client.  since both  sockets have identical pinout?s, the at88microbase can physically accept a host or a client device  in either socket. therefore, the at88ck109bk3 can  be configured for either a host-client or client- client development.      sot23-3  socket interconnect  header host  pwr led  client  pwr led  10-pin  interface header 

     note: when using the demonstration software, the  host (at88sa10hs) and client (at88sa100 or  at88sa102) devices must be in their respective  sockets according to th e ?host? and ?client?  texts on the board.    3.9  host and client power configuration  the at88ck109bk3 provides the user with the capability to independently power cycle each  socket with software or place the sockets in a constant power-on state, assuming power is applied  to the board.  figure 15.  host and client power headers     figure 16.  schematic implementation for software power control, host-side      table 1.  host and client sockets power configuration  jumpers position  comments  view  hardware power  configuration  h1, h2, h3 and h4  mounted   with all 4 jumpers mounted, the host and client  sockets are placed into a constant power?on state.  *default setting        h2 h1 h4 h3

 at88sck109stk3  3-14    at88ck109stk3 user guide  8699a?crypto?10/09  host  software power  configuration  h1 mounted  h2 not - mounted  this configuration allows the user to power cycle the  host socket via software.  see table 2 and 3 for  pinout details    client  software power  configuration  h3 mounted  h4 not - mounted    this configuration allows the user to power cycle the  client socket via software.  see table 2 and 3 for  pinout details          3.10  device interconnect header  the ?interconnect? header provides a single-wire bus between the signal pins of the host  and client devices.  the header can also serve as test points.  figure 17.  interconnect header                          3.11  mapping at88ck109bk3 to at88microbase, stk500 and stk600  the at88ck109bk3 maps to the 10-pin header of the at88microbase as follow:  table 2.  mapping the at88ck109bk3 to the at88microbase  at88microbase  header ( j1 )  at88ck109bk3 comments  pb0  software power control  host socket  interconnect cleint host signal signal px3 px4 maps to  at88microbase pb7 maps to  at88microbase pb6 h2 h1 h4 h3

     pb1 nc  not connected  pb2 nc    pb3  tied to pb7 with r11  usart (receive) 1   pb4  software power control  client socket  pb5 nc    pb6 host signal pin bit-banging  pb7  client signal pin  bit-banging / usart (transmit ) 1   gnd gnd  gnd  vcc vcc  vcc  table 3.  mapping at88ck109bk3 to the stk500 and stk600  stk500 /  stk600  at88ck109bk3  comments  px0 nc  -  px1 nc  -  px2  tied to px3 with r11 1  usart (receive) 1   px3  client signal pin  bit-banging / usart (transmit ) 1   px4 host signal pin bit-banging  px5  software power control  host socket  px6  software power control  client socket  px7 nc  -  gnd gnd  gnd  vtg vcc  vcc  figure 18.  at88ck109bk3 mounted to the stk500      1  see section 3.12  note 3:   ?x? in table 3 denotes any port on the stk500 and stk600 

 at88sck109stk3  3-16    at88ck109stk3 user guide  8699a?crypto?10/09    3.12  interfacing a usart with cryptoauthentication  a microcontroller?s usart require s a minimum of two signals (rxd and txd) to communicate.   the at88sa100, at88sa102, and at88sa10hs device s have a 1-wire communication interface.  the make the usart compatible with a 1-wire cr yptoauthentication device, the usart?s pins (tx  and rx) are tied together.  figure 19.  usart txd and rxd pins configured for 1-wire interfacing     on the at88ck109bk3, px2 and px3 are tied togeth er with a zero ohm resistor (r11).  when  mounted to the at88microbase, pins px2 and px3 align with pins (pb3/pd2) and (pb7/pd3).  the  usart pins, pd2 (rxd) and pd3 (t xd), are effectively tied together with r11allowing the usart  to be compatible with the cryptoauthentication 1-wire interface.    3.13  in-system programming  3.13.1  programming with usb bootloader: dfu (device firmware upgrade)  at90usb1287 avr comes with a default factory pre-programmed usb bootloader located in the  on-chip boot section of the at90usb1287. this is the easiest and fastest way to reprogram the  device directly over the usb interface. the ?flip? pc side application, available for free on atmel  website, offers a flexible and user friendly inte rface for reprogramming the application over the usb  bus.    the ?hwb? push button is used to place t he avr into dfu mode after reset (refer to  at90usb1287 datasheet section ?boot loader support?).    the following steps enable the dfu mode:  1.  press and hold ?hwb? button  2.  press the ?reset? button  3.  release the ?resett? button.  4.  release the ?hwb? button.    for more information about the usb bootloader and flip software, please refer to the ?usb  bootloader datasheet? document and ?flip user manual?.  note: hwbe fuse must be enabled to support dfu. 

           3.13.2  programming with avr jtag ice  the at90usb1287 can be programmed using specific  the jtag link. this sub-section will explain  how to connect and use the avr jtag ice.    note:   when the jtagen fuse is disabled, the fo ur tap pins are normal port pins, and the tap  controller is in reset. when the jtagen fuse is enabled, the input tap signals are  internally pulled high.  this enables the jtag for boundary-scan and programming. the  at90usb1287 device is shipped with this fuse programmed.    figure 20.  connecting avr jtagice mkii to the at88microbase    the flash, eeprom and all fuse and lock bit op tions isp-programmable, can be programmed  individually or with the sequenti al automatic programming option.  note: see avr studio? on-line help for information.      3.14  debugging  3.14.1  debugging with avr jtag ice mkii  every at88ck109stk3 can be used for debugging with jtag ice mk ii.      connect the jtag ice mkii as shown in figure 20, for debugging help; please refer to avr  studio? help information.     

 at88sck109stk3  3-18    at88ck109stk3 user guide  8699a?crypto?10/09  when using jtag ice mk ii for debugging, and  as at90usb1287 parts are factory configured  with the higher security level set, a chip eras e operation will be performed  on the part before  debugging. thus the on-chip flash bootloader w ill be erased. it can be restored after the debug  session using the bootloader hex file available from atmel website.    3.15  test points    there are 4 test points implemented, these test points  are referenced in the full schematics section.  ?  vcc,    at88ck109bk3  ?  gnd    at88ck109bk3  ?   host signal pin  at88ck109bk3  interconnect header  ?   client signal pin  at88ck109bk3  interconnect header   

   at88ck109stk user guide    4-1     8699a?crypto?10/09    section 4     troubleshooting guide  table 4.  troubleshooting guide  problem  reason  solution  the blue power led is not on.  u sb port of at88microbase is not  connected to pc.  connect at88microbase usb port  to pc's usb port.  the jtag header is not connected  to jtag programmer.  connect the jtag header to the  jtag programmer.     the memory lock bits are  programmed.  erase the memory before  programmed.  reset disable fuse is set.  check reset disable fuse.  programming too fast with isp spi  check oscillator settings and make  sure it is not set higher than spi  clock  usb port of at88microbase is not  connected to pc (programmed  through usb).  connect at88microbase usb port  to pc's usb port.  at88microbase is not in dfu mode.  D   press and hold the ?hwb? push  button.  D   press the ?reset? push button.  D   release the ?reset? push  button.  D   release the ?hwb? push button.  the avr device cannot be  programmed.  the communication medium in flip  hasn't been selected   from the flip menu, select  ?settings > communication > usb?.  avr studio does not detect  jtag or isp programmer.  jtag or isp programmer is not  connected or power is off.  connect jtag programmer to  jtag header or isp programmer to  isp header and check power  connections.    flip program not working.  at88microbase is not in  dfu mode.  jtag to load the bootloader and set  (check) the hwbe fuse.   correct fuse settings:  reading fuses address 0 to 2..  0xde, 0x99, 0xf3        

   at88ck109stk user guide    5-1     8699a?crypto?10/09  section 5   technical specifications      ?  system unit  D  at88microbase  o   physical dimensions    l=58 x w=25 x h=12 mm  o  weight      9.0g    D  at88ck109bk3    o   physical dimensions    l=74 x w=35 x h=23 mm  o  weight     17.5g    D  assembled module  o   physical dimensions    l=100 x w=35 x h=26 mm  o  weight     26.5g    ?  operating conditions  D  usb   4.4v - 5v.25 (100ma)       *see section 3.2   3.3v    D  supply current  50ma    ?  connections  D  usb connector   type-a receptacle  D  usb communications   full speed 2.0 

   at88ck109stk user guide    6-1     8699a?crypto?10/09    section 6      technical support  for technical support, please contact  securerf@atmel.com . when emailing or contacting tech  support, please do not include any proprietary information you may have input into the device.   when requesting technical support, please include the following information:  ?   which target avr device is used (complete part number)  ?   target voltage and speed  ?   clock source and fuse setting of the avr  ?   programming method (isp, jtag  or specific boot-loader)  ?   hardware revisions of the avr tools, found on the pcb  ?   version number of avr studio.  this can be found in the avr studio help menu.  ?   pc operating system and version/build  ?   pc processor type and speed  ?   a detailed description of the problem                     

        8699a?crypto?10/09  section 7      complete schematic    on the next pages, the following docu ments of the at88ck109stk3 are shown:    ?   at88microbase, revision 2.0  ?  complete schematic  ?  assembly drawing  ?   bill of material  ?  default configuration summary  ?   at88ck109bk3, revision 1.0  ?  complete schematic  ?  assembly drawing  ?   bill of material  ?  default configuration summary                                     

  at88ck109stk3  7-2    at88ck109stk3 user guide  8699a?crypto?10/09  figure 1.  at88microbase schematic, 1 of 4 

      figure 2.  at88microbase schematic, 2 of 4 

  at88ck109stk3  7-4    at88ck109stk3 user guide  8699a?crypto?10/09  figure 3.  at88microbase schematic, 3 of 4 

      figure 4.  at88microbase schematic, 4 of 4 

  at88ck109stk3  7-6    at88ck109stk3 user guide  8699a?crypto?10/09  figure 5.  at88microbase assembly drawing, 1 of 2 ( top side ) 

      figure 6.  at88microbase assembly drawing, 2 of 2 ( bottom side ) 

 qty reference value description case manufacturer pn                                                                              2 c125-126 20pf ceramic 0603 grm1885c1h200ja01d 1 c164      150pf ceramic 0603 c1608c0g1h151j 1 c151      1nf ceramic 0603 c0603x7r500-102kne 1 c102      10nf ceramic 0603 c0603x7r500-103jne 1 c163      15nf ceramic 0603 ecj1vb1h153k 1 c184      220nf ceramic 0603 grm188r71a224ka01d 5 c117 c119 0.1uf ceramic 0603 c0603y5v250-104zne      c121                             ceramic 0603                         c123-124                         ceramic 0603                    4 c101 c103 1uf ceramic 0603 c0603y5v250-105zne c120 c172 ceramic 0603 1 c118      10uf ceramic 0805 c0805x5r6r3-106kne 1 r1        0 1/16 w 0603 cr0603-16w-000t 2 r180-181 22 1/16  w 0603 cr0603-16w-220jt 3 r3 r6-r7 180 1/16 w 0603 cr0603-16w-181jt 4 r103-105, r171 825 1/16 w 0603 crcw0603825rfkea   1 r183      1.5k 1/16 w 0603 cr0603-16w-152jt 1 r144      4.7k  1/16 w 0603 cr0603-16w-472jt 1 r172      3.92k 1/16 w 0603 erj3ekf3921v 2 r151 r184 47k 1/16 w 0603 crcw060347k0fkea 1 r2        dni 1/16 w 0603                    2 r4, r5 0 1/16 w 0402 cr0402-16w-000t 1 ic2       - atmel avr 64 pin qfn at90usb1287-64qfn       1 y121      16mhz crystal smd abm3b-16.000mhz-b2-t 1 u1        3.3v regulator sot-23-5 mic5219-3.3ym5 tr 1 u6        - atmel cryptocompanion 8ld soic atsc018-su-cm 1 ledp blue led 0603 mb1111c-tr 3 led1-3 red led 0603 br1111c-tr 2 d181-182 - esd  suppressor 0603 pgb1010603mr 1 d1 diode schotkky sod-323 nsr1020mw2t1g 1 d2 diode schotkky sod-123 MBR0520L 1 usb wm17117-nd type a usb rt ang. 48037-0001 1 l161 - ferrit bead  0603 mi0603j601r-10 1 q1 npn transistor sot23-3 mmbta42lt1g 1 h2  0.1" pitch jtag 2x5 male header  ra tsw-105-16-l-d-ra 1 j1 0.1" pitch port-d interface 2x5 male header     pbc05daan 1 b121 - buzzer smd smt-0540-s-r       2 b151 - push button smd pts635sl25smtr lfs 1 k1 - dpdt switch smd cas-220ta at88microbase bom misc diode capacitor ic resistor  7-8    at88ck109stk3 user guide  8699a?crypto?10/09    

      figure 7.  at88ck109bk3 schematic, 1 of 3 

  at88ck109stk3  7-10    at88ck109stk3 user guide  8699a?crypto?10/09  figure 8.  at88ck109bk3 schematic, 2 of 3 

      figure 9.  at88ck109bk3 schematic, 3 of 3   

  at88ck109stk3  7-12    at88ck109stk3 user guide  8699a?crypto?10/09  at88ck109bk3 assembly drawing, 1 of 2 ( top side ) 

      figure 10.  at88ck109bk3 assembly drawing, 2 of 2 ( bottom side ) 

 q ty reference value description case manufacturer pn                                                                              2 c1-2      0.1uf 402 c0402x7r160-104kne 1 r11 0 1/16w 0603 cr0603-16w-000t 2 r9-10 180 1/16w 0603 cr0603-16w-181jt 4 r1-3, r5 1k 1/16w 0603 cr0603-16w-1001ft 2 r7-8 1m 1/16w 0603 cr0603-16w-105jt 2 r4 r6 825 1/16w 0603 crcw0603825rfkea 2 led1-2 red led 0603 br1111c-tr 2 q1-2 n-channel    mosfet sc-75 nta4001nt1g 1 d1 diode unidirectional tvs  do-214ac, sma sma6j5.0a-tr 2 s1-2 cryptoauthentication socket sot23-3 499-p36-20 1 port-d    10 pin 2x5  vert  .100 10pos fem ssw-105-01-g-d 2 k1-2      switch dpdt surface mount cas-220ta 6 h1-5,  interconnect pbc02daan 2pos .100 tin vert  2pin header at88ck109bk3 bom misc diode capacitor resistor  at88ck109stk3  7-14    at88ck109stk3 user guide  8699a?crypto?10/09                                  
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